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Digital youth outreach & eParticipation




Generic Risk Assessment – Online Youth Outreach 

Policy to be read in conjunction with your local Internet Service Provider.  The below policy and guidance documents are to enable online digital youth outreach practice and should not be consider as official guidelines.  Online Youth Outreach cannot be held accountable for the accuracy of the information within the document or the linked organisations referenced within the document. These policy and guidance documents are reviewed on a regular basis and updated accordingly. Constructive comments and feedback are welcomed to continue the development and delivery of online digital youth outreach.

Definitions used throughout the document 

SNS – Social Network Site
PGF: P  -Profile
 G- Group
 P – Page           OYO – Online Youth Outreach 

Social Network platforms used frequently by young people:

Facebook - http://www.facebook.com/  Bebo-  http://www.bebo.com/  Youtube - http://www.youtube.com/  

Viemo -  http://vimeo.com/  Formspringme- http://www.formspring.me Piczo - http://www.piczo.com   

Twitter - http://twitter.com/   Netlog - http://www.netlog.com/     Secondlife - http://secondlife.com/ 

Online Safety organisations and information 

CEOP – Child Exploitation Online Protection team - http://www.ceop.gov.uk/
CEOP Facebook application - http://apps.facebook.com/clickceop/
Internet Watch Foundation - http://www.iwf.org.uk/ 
Flowchart for responding to e-safety incidents – BECTA 

http://schools.becta.org.uk/upload-dir/downloads/securing_and_preserving_evidence_flowchart.pdf
Southwest Grid for Learning 360 safety review toolkit - http://www.360safe.org.uk/
Action for Fraud - http://www.actionfraud.org.uk/
Online interactive website to promote e-safety to young people 

Cybermentors - http://cybermentors.org.uk/
Think you know (CEOP) - http://www.thinkuknow.co.uk/
Click Clever, Click safe - http://clickcleverclicksafe.direct.gov.uk/index.html
Digizen  http://www.digizen.org.uk/
That’s not cool - http://www.thatsnotcool.com/
	Hazard

_________________

Individual(s) disclosing personal/private information on the ‘front wall’ public forum on a SNS PGP


	Who Might be Harmed?

________________________

Individual disclosing the information maybe subject to identify theft

Individual disclosing personal/private information which requires ‘possible’ safeguarding intervention/referral. 

Disclosing information which is age inappropriate for other members/friends to view : illegal activity or sexually explict encounters.

Information being disclosed is intended to manipulate and mislead friends/members of SNS PGP
	Is the Risk Adequately Minimised?
______________________________________________________________

Code of conduct ‘How to make it work’ – every 3 weeks a message (written or digital film clip)  is posted onto the SNS PGF. To invite friends/members to review the code of conduct guidelines for the SNS PGP. 

Weekly safety message (written or digital film clip) is posted onto the SNS PGF . Where possible direct e-mail messages are sent to each member to invite them to be aware what information they are sharing on the SNS PGP

Invite members to review ‘Privacy settings’ and click onto ‘view settings’ and check what personal/private information is displayed to public/friends. 

Members are encouraged to report to admin any concerns about personal & private information being disclosed on SNS PGF and report to Facebook directly via the ‘Report Page’ link on bottom lower right-hand side of PGP.  

Post Moderation – friends/members are notified about when and how often the SNS PGP content is post moderated.  

Online safety Information leaflet is offered to each young person who participates in ‘live’ sessions.  Group discussion about online safety at each ‘live session’ – promoting self reflection and self advocacy of personal boundaries. 

Safe guard concerns: report to supervisor/manager then local e-safety lead and/or LSCB e-safety officer. Copy and paste the comment and save for evidence.  Remove the ‘comment/post’.  Refer to safeguarding procedures. 

Illegal material or activity found or suspected:

Illegal activity – Report to local police

Illegal Content – Report to IWF(Internet Watch Foundation and/or Police

Young Person at risk – Report to CEOP, if immediate danger – local police


	Further Action Needed to Control the Risk?

________________________

Refer to Flowchart 1

Refer to code of conduct 

Action Fraud

03001232040

http://www.actionfraud.org.uk/

Refer to Moderation-Definition

Refer to e Safeguarding procedures 

Flowchart 3 for initial assessment 

Refer to Flowchart BECTA responding to internet safety incident. 

http://schools.becta.org.uk/upload-dir/downloads/securing_and_preserving_evidence_flowchart.pdf

	Young people disclosing more information to others than they are comfortable with, due to being unaware of risks involved, or lack of privacy setting /access to information on certain websites.


	Young people – Could disclose written or photo evidence of personal information i.e. phone number, address, email address or other contact information to friends, or family, or other people they trust, unaware that other people, who they do not trust, or do not know, can access the same information and use it in a negative manner for example making anonymous threatening phone calls, or calling at their house unexpectedly.


	Preparation work with young people is essential in order to minimise this risk. Discussion based around risk in relation to online activities, and icebreaker games involving opinions on safety. 

Young people should set up an email account specifically for the project, and should NOT use their own personal email addresses for setting up SNS. This should be very closely monitored by Youth Workers (Hotmail, Gmail, or Yahoo can be used for this purpose).

Discuss with young people about what information they upload to their ‘status’ i.e details of where they are meeting a friend or venues/party they are planning to visit.

Online safety Information leaflet is offered to each young person who participates in ‘live’ sessions.  Group discussion about online safety at each ‘live session’ – promoting self reflection and self advocacy of personal boundaries. 

Young People should be strongly discouraged from posting any contact details on their own pages and the pages of others, to minimise the risk of people they do not know or trust being able to contact them.

Professionals profiles should always be created on a private setting, and members closely monitored, so that the page can only be accessed by those who could potentially use the service. If a young person submits a friends request, who is not already known to the service, they will need to be verified. An age restriction is always a good idea, so that people over the maximum age that the service works with, eg 19, do not have the opportunity to contact members of the club.
	Induction training for Young People and workers 

Refer to Flowchart 1

Refer to code of conduct 

Refer to Flowchart 2 

Action Fraud

03001232040

http://www.actionfraud.org.uk/

Refer to Moderation-Definition

Refer to policy on Verifying identities and acceptance of young people to SNS profile .

	Individual(s) disclosing personal/private information about another person without consent
	Individual disclosing the information maybe subjecting their victim to identify theft

The information disclosed may put the victim at risk of harm or cause mental distress i.e. share information about attending a party, drinking illegally, sexuality, involvement in a conflict or been in  foster care. 
	Illegal material or activity found or suspected:

Illegal activity – Report to local police

Illegal Content – Report to IWF(Internet Watch Foundation and/or Police

Young Person at risk – Report to CEOP, if immediate danger – local police

Code of conduct ‘How to make it work’ – every 3 weeks a message (written or digital film clip)  is posted onto the SNS PGF. To invite friends/members to review the code of conduct guidelines for the SNS PGP. 

Weekly safety message (written or digital film clip) is posted onto the SNS PGF . Where possible direct e-mail messages are sent to each member to invite them to be aware what information they are sharing on the SNS PGP

Invite members to review ‘Privacy settings’ and click onto ‘view settings’ and check what personal/private information is displayed to public/friends. 

Members are encouraged to report to admin any concerns about personal & private information being disclosed on SNS PGF and report to Facebook directly via the ‘Report Page’ link on bottom lower right-hand side of PGF.  

Safe guard concerns: report to supervisor/manager then local e-safety lead and/or LSCB e-safety officer. Copy and paste the comment and save for evidence.  Remove the ‘comment/post’.  Refer to safeguarding procedures. 


	Refer to Flowchart BECTA responding to internet safety incident. 

http://schools.becta.org.uk/upload-dir/downloads/securing_and_preserving_evidence_flowchart.pdf
Action Fraud

03001232040

http://www.actionfraud.org.uk
Refer to Moderation-Definition

Refer to flowchart 2 

Refer to e Safeguarding procedures 

Flowchart 3 for initial assessment 



	Adult requesting a  young person to become a ‘friend’ 
	Young person is approached through SNS PGP by an unknown adult: inappropriate reasons (solicitation or exploitation: money, sexual, criminal etc)
Young person at risk of theft of personal and private information. Information obtained used inappropriately and/or illegally. Information is shared with third party without consent. 

Young person is cyberbullied by adult on behalf of another young person/individual


	Weekly safety message (written or digital film clip) is posted onto the SNS PGF . Where possible direct e-mail messages are sent to each member to invite them to review their privacy settings are ‘just friends’ & not to accept ‘friends’ requests from unknown individuals.  

Invite members to review ‘Privacy settings’ and click onto ‘view settings’ and check what personal/private information is displayed to public/friends. 

Members are encouraged to report to admin any concerns about fake profile(s) and report to Facebook directly via the ‘Report Page’ link on bottom lower right-hand side of PGF.  

Online safety Information leaflet is offered to each young person who participates in ‘live’ sessions.  Group discussion about online safety at each ‘live session’ – promoting self reflection and self advocacy of personal boundaries. 

Safe guard concerns: report to local e-safety lead and/or LSCB e-safety officer.  

Illegal material or activity found or suspected:

Illegal activity – Report to local police

Illegal Content – Report to IWF(Internet Watch Foundation and/or Police

Young Person at risk – Report to CEOP, if immediate danger – local police


	Refer to Flowchart 1

Refer to code of conduct 

Refer to Flowchart 2 
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http://www.actionfraud.org.uk/
Refer to Moderation-Definition

Refer to e Safeguarding procedures 

Flowchart 3 for initial assessment 

Refer to Flowchart BECTA responding to internet safety incident. 

http://schools.becta.org.uk/upload-dir/downloads/securing_and_preserving_evidence_flowchart.pdf

	Fake profile(s)
	Young people or adults: individual falsifying identity information seeking to establish contact/relationship: providing misleading info about age, sex, status and intentions.  

Young person is cyberbullied by a young person and/or adult 


	Weekly safety message (written or digital film clip) is posted onto the SNS PGP . Where possible direct e-mail messages are sent to each member to remind them to review their privacy settings are ‘just friends’ & not to accept ‘friends’ requests from unknown individuals.  

Invite members to review ‘Privacy settings’ and click onto ‘view settings’ and check what personal/private information is displayed to public/friends. 

Members are encouraged to report to admin any concerns about fake profile(s) and report to Facebook directly via the ‘Report Page’ link on bottom lower right-hand side of PGF.  

Online safety Information leaflet is offered to each young person who participates in ‘live’ sessions.  Group discussion about online safety at each ‘live session’ – promoting self reflection and self advocacy of personal boundaries. 

Safe guard concerns: report to local e-safety lead and/or LSCB e-safety officer.  

Illegal material or activity found or suspected:

Illegal activity – Report to local police

Illegal Content – Report to IWF(Internet Watch Foundation and/or Police

Young Person at risk – Report to CEOP, if immediate danger – local police


	Refer to Flowchart 1

Refer to code of conduct 

Refer to Flowchart 2 

Action Fraud
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http://www.actionfraud.org.uk/

Refer to Moderation-Definition

Refer to e Safeguarding procedures 

Flowchart 3 for initial assessment 

Refer to Flowchart BECTA responding to internet safety incident. 

http://schools.becta.org.uk/upload-dir/downloads/securing_and_preserving_evidence_flowchart.pdf

	Young People exposed to inappropriate material in the form of pornographic images, being encouraged to use webcams, entering into inappropriate discussion with older members of the site, both known and not known to them. Eg conversation based around sex, drugs, crime and sexual grooming. 
	Young People – Child Protection laws state that exposure of a minor to inappropriate sexual images constitutes child abuse. Young People should feel safe and confident when using the internet, free from vulnerability, and not be made to feel awkward or uncomfortable. They should not feel pressured into having a conversation they do not want to have. 

	In preparation for the project, young people should be warned of possible risks when forming online friendships.
Young People should be warned about giving out contact information, including their email address to other online ‘friends’.

Training sessions around comfort zones and boundaries should be used to explore how comfortable young people feel and how they respond in certain situations. Encourage the young people to consider their feelings about certain issues, and create a situation for them to acknowledge personal boundaries, and a method of ensuring the boundaries are not pushed/crossed.

Youth Service online profile should be very closely monitored by Youth Workers, on a daily basis, to ensure no inappropriate material is being posted on message boards. If a young person or group post inappropriate material follow SWGfL protocols for instances of safeguarding/child protection.  Otherwise document the material, remove from profile and report to supervisor.  Discuss with supervisor what further actions needs to be taken.  

Disclosure of information – Safeguarding young people where a disclosure of information is required by Child Support Legislation the disclosure will not be in breach of the Data Protection Act 1998.  This will be the case even through the client may object to the disclosure of their personal information or may not have provided any specific permission.  Regulation 9A of the Child Support (Information, Evidence and Disclosure Regulation 1992) permits the disclosure of information given by one party to another in certain circumstances. 
	Induction Training for young people and workers

Invite young people to add the CEOP ‘app’ to their facebook profile 

 http://apps.facebook.com/clickceop/
If you suspect that the website/material concerned may contain child abuse images.  Contact  your local Police immediately

Refer to e Safeguarding procedures 

Flowchart 3 for initial assessment 

Refer to SWGfL protocols. 

www.swgfl.org.uk 

Contact CEOP

Child Exploitation Online Protection team 

http://www.ceop.gov.uk/

	Young people fall victim to cyber bullying in the form of being sent messages, photos, emails, and information about them being published on another page, outside of their control, without their consent.

Young people could use this opportunity to anonymously cyber-bully others online. By sending threatening or abusive messages, posting images or information without the consent of the person concerned.
	Young people –OYO is committed to providing safe meeting spaces and provision for Young people. Young people also have the right (according to Every Child Matters standards) to stay safe, and free from both physical and emotional harm.  

Young people and children have the right to say what they think should happen when adults are making decisions that affect them, and to have their voices heard.United Nation Convention on the Rights of the Child - Article 12. Adopted be Devon October 2005 


	If member of a youth provision is the perpetrator of cyber bullying, the organisation’s procedure for dealing with bullying must be followed. 
If a member of the group is being bullied via the organisation’s page, it is advisable that the perpetrator is blocked from using the site, and reported to the site’s host. Any offensive material to be removed.
Youth workers must monitor the page consistently, and be aware of what is happening during sessions where the page is updated by young people. 

It is advisable that Youth workers keep control of passwords, and only log young people in when they wish to update the site in order to minimise the risk of access to the page from other computers outside of session time.

Young people are sometimes unaware of what constitutes bullying, so preparation work around diversity and acceptance is advisable before the construction of the site begins. Also explore the law around cyber bullying. Cyberbullying www.digizen.org
If problem persists, contact line manager/police as appropriate.

	Induction training for Young people and workers 
Refer to flowchart 2 

Complete session plans for all sessions and incidences.

Promote cybermentors website http://cybermentors.org.uk/
Refer to flowchart 1 

Show the film from www.digizen.org.uk 
Contact local Police

Refer to SWGfL protocols. 

www.swgfl.org.uk
Contact CEOP

Child Exploitation Online Protection team 

http://www.ceop.gov.uk/


Young people – may suffer exposure to images of pornography, drug taking, or criminal activity, or be encouraged or pressured into signing up to websites where they have to give out contact details and personal information. 

	Young people have no control over these images being sent as they are sent out as spam. 
	Good preparation before the creation of the SNS PGP. Games around boundaries and comfort zones to get young people thinking about what is acceptable and what is not.

Use the privacy settings on SNS, which can assist with the blocking of spammed images and links, so it is advisable to look into what can be done, in order to make it as safe as possible.

Youth workers are advised to monitor the SNS PGP very closely. Should any inappropriate material appear, it can be reported to the site’s host, blocked and deleted.  Discussion with young people during induction about whom to inform if they discover inappropriate material on profile 

	Induction training for Young People and workers

Refer to flowchart 2 

Invite young people to add the CEOP ‘app’ to their facebook profile 

 http://apps.facebook.com/clickceop/
  
	

	Young people in danger of forming inappropriate relationships with strangers online. Eg creating an ‘offline’ relationship as a result of a friendship formed online.


	Young people – Could form relationships with people they meet online, and be pressured into passing on personal information such as contact details etc. People they meet online may not be truly representing themselves correctly. They could be lying about their age, gender, background, where they live etc. Friendships could be formed based on inaccurate information, and therefore trust given on a false foundation. Young people could put themselves at risk by agreeing to meet up in person, talk on the phone etc.
	Group acitivties with young people about boundaries beforehand is highly beneficial in reducing the risk of this happening.

Youth workers should closely monitor who has access to the SNS PGP, considering the age and location of members.

Use the privacy settings on SNS, which can assist with the blocking of spammed images and links, so it is advisable to look into what can be done, in order to make it as safe as possible.

Discuss with young people about what information they upload to their ‘status’ i.e details of where they are meeting a friend or venues/party they are planning to visit.

Online safety Information leaflet is offered to each young person who participates in ‘live’ sessions.  Group discussion about online safety at each ‘live session’ – promoting self reflection and self advocacy of personal boundaries. 


	Induction training for Young People and workers 
Refer to Flowchart 1

Refer to code of conduct 

Refer to Flowchart 2 

Action Fraud

03001232040

http://www.actionfraud.org.uk/
Refer to Moderation-Definition



	Young people creating a misrepresentation of themselves and Online Youth Outreach 


	Young people – may enter inaccurate information about themselves, which could be misunderstood by others


	Preparation with Young people before creation of the SNS PGP starts, about disclosure of information, and about representations of self, what they want people to know about them and what they don’t.

Youth workers need to work separately on what information they want to be on the SNS PGP about their organisation. 

Sometimes parents may want to find out about the service, as their children may be spending a lot of time there, so accurate information is obligatory in order to create a positive reputation. 

Due to Child Protection issues, it is important that it is made clear that the site is created and run by Young People, and NOT adults, to reduce risk of soliciting accusations. 
	Induction Training for Young People and workers

Refer to Flowchart 1

Refer to code of conduct 

Refer to Flowchart 2 

Action Fraud
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Refer to Moderation-Definition

 

	Facebook Apps
	Third party apps are integrated into OYO PGP and private and personal data is gathered from ‘friends’ of OYO PGF and used without consent. 

Unclear or ambiguous 
	Safety e-mail or message posted on ‘wall’ on a regular basis– clearly explaining the choice and use of each application or when a new application is added to the PGF.  

Explanation that OYO has no control about what and how information shared with third applications are used.  

Every ‘friend’ of OYO PGF has the choice to ‘reject’ or ‘de-friend’ OYO at any point without any need to explain or justify their choice. 
	Refer to Flowchart 1

Refer to code of conduct 

Refer to Flowchart 2 

Action Fraud
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Refer to Moderation-Definition



	Online survey integrated into Facebook PGP
	Location and ownership of data gathered from online survey 
	Online survey monkey – free online survey but Online Youth Outreach does not have ownership of the data collate by the survey. 

Lime survey allows client to download the survey tools and keep all the data gathered. 
	Conscious decision about the choice of online survey tools used.  Choice is explained in easy ,accessible manner to young people./target audience. 

Feedback is given to young people about what change, if any has taken place with the data gathered from the survey. 
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